o524 12 Hm & X @ kK O F ¥ W Vol.52 No. 12
2018 4F 12 H JOURNAL OF XI"AN JIAOTONG UNIVERSITY Dec. 2018

DOI. 10.7652/xjtuxb201812010

Z# FlexRay S &R £ H)1ZIT 5 LW

ghIET. FEA. ORE XR. BRak
(1 FHRZEH B SRR, 130012, K& 2. FHRKREA ST 5HR TR
HHEMESEEE. 130012, K&E; 3. HMREHMAEEE, 130012, KF)

WE: AdFRE RMEEOJZRARAINANERLLEL AP M T £ K FlexRay B &% 4
W, E A A T R S N E A fe MR A A, TR S IR R A &
PR EARAENS R E T EFRIEENBET E G ook M& %A AP LN AR e
FHEARSF L ERIELEERNMIEANTR A EEAHEE, 5Lk, it
BRAEFT EGIHINE, LREER Y LR EHBEEN A IR ELEOEELT L, FHRERE
L AR R E R A AR EAAERBRNEFH RN EFATEOEERETY L RITT
% & FlexRay B &M Z &2 4B FRA .

KR £ HAF 8 %4 FlexRay & & 2 AW EaTidfs

RESEE. TP399 XEbrERS:. A XEHES. 0253-987X(2018)12-0063-07

Design and Implementation of Security Protocol for In-Vehicle FlexRay Buses

HAN Zhengshi', QIN Guihe'*, ZHAO Rui', LIU Yi', LIANG Yunlong’

(1. College of Computer Science and Technology, Jilin University, Changchun 130012, China; 2. Key Laboratory of Symbolic
Computation and Knowledge Engineering of Ministry of Education, Jilin University, Changchun 130012, Chinaj;

3. College of Software, Jilin University, Changchun 130012, China)

Abstract: A security protocol for in-vehicle FlexRay buses is proposed in allusion to the in-vehicle
information security issue caused by the rapid development of intelligent vehicles and networked
vehicles. The protocol contains two modules: a node identity authentication module and a
network security encryption module. The node identity authentication module uses a key
exchange algorithm and a asymmetric encryption algorithm to ensure the identity legality of the
connected node, and the network security encryption module uses the symmetric encryption
algorithm and a hash algorithm to guarantee the confidentiality, authenticity and freshness of the
data transmitted by a bus. Compared with previous protocols., the proposed protocol provides
node identity authentication and protects the information security of the on-board bus without
affecting the real-time communication of the bus. Experimental results show that the protocol
provides all-round information security guarantee for buses from start-up to operation on the basis
of real-time communication, and greatly improves the security level of the FlexRay bus informa-
tion.
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